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Safe Mobile Computing

Traveling securely

Viruses and Malware

Physical security

Portable devices such as laptops are particularly vulnerable to theft, loss, and resale, and should
be properly secured with a lock, Most laptops and desktop computers have built-in slats made to
connect with 2 cable lock. These locks are available at most computer stores.

The general recommendations for physical security sre the same for all devices, particularly
smaller devices like laptops, hard disks, smartphones, music players, and flash drives:

+ Neverlzave your laptop or small devices unattended, even for 2 moment, sven in your
office. Most laptops are stolen from thair owner's office. while the owner is at 2 quick braak
or mesting,

+ 1fyou must leave your laptop in 2 car. stow your bag in the trunk before you reach your
destination, sa potential thieves don't see you, Make sure your caris locked,

+ Use 2 low-kay shoulder bag, brisfcase, or backpack for your laptop, Aveid expansive bags
that scream, "Laptop inside!”

+ Do not lsav portable slsctronic squipment unattended when travaling. Menitor it closaly
while thacking in st an sirport or hore| zountr and whilz pazzing through sirport sezuriy
checkpoints. Tfyou must lesve the squipment brisfly unsttended in = hotel room, secura it
to 2 desk or tablz vith 2 cable lock or kesp it in 2 hotel providad safe if avzilzblz.

+ 1fyou are going out for coffee or lunch, lock your gear in  desk or an office that can be
locksd, O, at lzast purchase and use 2 laptop cable lock,

+ When traveling by 2ir, bring th partable IT squipment with you an the sirplane 22 2 camy-
an. Do not place itin checked luggage.

+ All computers should be set to require a user password to log on to the computer,
+ Configure your Macintosh or Windows screensaver to require 2 password,
* Ifyeuhave s printer (MEP] or (MED] that

the functionality of multiple devices [=.g., printer, scanner, photocapier, fax, email) used to

manage unencrypted Vals Z-Lock or 3+ Lock data, please contact the Help Desk for help
protecting the data stored in these devices.

devic

* Itz zlways a good idea to secure 2 laptop to = desk or table with 2 cable lock, =ven at
home.

Sacure the locations of mobile devices as well, and remember access control procsdures:

Regularly review people who have key, swipe, PIN card sccess to your work ares

+ Change PINs regularly, and remove unnesded access privileges when people leave their
positions

+ Know who hss access to snable/dissble firs doors

+ Erovide locks on each offics in your srea, not just the geners| ares,

* Create procedurss to coordinate physical security sptions for buildings nat owned by the
University.

‘Securtty Recommencition Merix

Requiring minimum security
(no secure data stored locally)

Requiring most security {ePHI, HIPAA, single
source, financial data, confidential info)

Laptops docked (home and office only) Laptops docked (home and office onl,

* S7.0.2, Program * ST.0P Program
+ Security cable - Security cable
+ Locking screen saver = Locking screen saver

» Backup semvice

- Computrace

Laptops mobile (3/13y on the movs Laptops mobile (s/uay= on the move)

+ ST.0.2 Program = ST.0.P. Program
+ Security cable - Security cable
* Locking scresn zaver * Locking seraen savar
+ BIOS lvel pazzword . Bachup szrvice

- Computrace

= Bassword organizer

PDA and smart phones. PDA and smart phones

+ 5.7.0.p. Program - 57.0.7. Program
+ BIOS level password - BIOS level password

» Password protaction w/data destroy options

Loststolen slectronic mecla or computing device

1f you need to report lost or stolen lectronic media or a computing device please complete aur
lost/stolen devic form and send it to
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Physical Secury for Deskiops

Physical Securny for Mobile
Devices
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ITS to Decommission Websense in January

(Submitsed by Tom Castisllo, IT Scracsgic
Business Anslyst, Information Secunity
office}

On January 31, 2013, Vale ITS will..

learn more .
Securiy Tip

Back Up Your Data

Backup your data ragularly to 2n extamal
hard drive or online, You'll be protectsd
from hard drive failures and laptop theft,
Read more.

See all Security Tips.
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